














































































































































































































C/C AGENDA -ITEM 9




CITY OF HUGHSON

Executive Summary
City Council

Presented To: The City Council

Presented By: Cullen Byrne, Mid Valley IT

Meeting Date: February 22, 2010

Agenda Item: 9 .

Subject: Consider Proposals for IT Services from Outside Firms
for Evidence of Possible Compromise of Personal and/or
City Information.

Enclosures: Request for Proposal; Proposals

Desired Action: Consideration of the proposals from outside firms to
perfform an independent analysis of the possible
compromise of personal and/or City information.

w

Summary and Discussion:

Information was given to Council at the January 25, 2010 meeting on whether
unencrypted notice triggering information (as defined by California Civil Code
1798.82, et seq) was acquired by an unauthorized person from the City's
computer system.

The result of the internal investigation into the matter resulted in the conclusion
that there is no evidence to suggest, or any reasonable reason to suspect that
notice triggering information was acquired by unauthorized individuals. At the
conclusion of the item, Council asked for Staff to gather proposals from outside
firms to perform an independent analysis of the data.

Staff created a Request for Proposals document, distributed it to local firms, and
posted it to the High Tech Crimes Investigation Association list serve, to solicit
responses from the greatest number of firms.

The scope of work for this project is to:

1. Identify (by examining City computer systems and records) whether
unencrypted notice triggering information (as defined by California Civil
Code 1798.82, et seq) was acquired by an unauthorized person from the
city’s computer system.
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2. Prepare a report with the findings of the independent analysis and give
an opinion on whether the City is required to notify (employees / utility
customers) that their personal identifiable information may have been
compromised and must be notified per California Breach Law.

The following firms requested a copy of the RFP:

Firm Location

Responses to the RFP were received from Digital Strata, Kroll Ontrack, and
Recover Logic. All responses were from qualified firms and were evaluated by Mid
Valley [T.

The firms were asked to detail their hourly cost, as well as state a not to exceed
amount for the project, based on their scope of work. The rates and not to exceed
amount for each firm is listed below:

Price Per Hour Not to Exceed

Kroll Ontrack 5350
{ Logic

**It is important to note that the scope of work was created as an hourly rate
project, therefore the amount could be less than the not to exceed amount.

Recommendation:

Staff has no recommendations at this time.
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Copies of the submitted proposals are available at the City Clerk’s Office for
review.

Fiscal impact:

This item is a non-budgeted item. If approved the Council shall direct Staff to bring
a budget amendment back to the Council for consideration and approval.
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Request for Proposals

Analysis of Electronic Data to determine if Personally Identifiable Information
was Acquired

Background

The client, located in Hughson, California is seeking proposals from qualified vendors to analyze
electronic data to determine if information was acquired by an unauthorized person and if notification
must be made under California Breach Law to potential affected parties.

Scope of Work

Analyze two hard drives (previously identified as being relevant to case), event logs, previously compiled
documentation and other information as required to determine if client must notify parties under
California Breach Law. PIl data resides on server in proprietary MOM financials software package.
Prepare a written report with findings. Presentation of findings to executive board may be required.

Important Notes

The incidents occurred in July and October of 2009. The incidents have been highly publicized and are a
source of great contention in the community. Law enforcement is involved in the incidents and criminal
charges have been filed related to the incidents, but not necessarily to the PlI element.

RFP Requirements

Respondent is requested to provide a written response to RFP that details their hourly rate or flat fee for
this project. The client requests that if the vendor prefers an hourly rate, that they state a “will not
exceed” amount. The response should include a brief introduction to the firm and its qualifications and
any supporting documents the respondent feels shows their qualifications and accomplishments.

RFP Submission

RFP’s must be received by 5 p.m. on Monday February 1%, 2009. RFP’s should be submitted to
jdonabed@hughson.org

Questions concerning the RFP should be addressed to:
Cullen Byrne

chyrne@midvalleyit.com

209-262-7622




No Supporting Documents
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